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Non-Disclosure and Confidentiality Agreement

DRA Contractor Service Level Agreement
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Policy #22-001 Disclosures of Taxpayer and Department Information
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NON-DISCLOSURE AND CONFIDENTIALITY AGREEMENT

In consideration for and as a condition of the contract between the State of New Hampshire
Department of Revenue Administration (the “Department” and “NHDRA”) and
(“Contractor”), dated as of ,20__, the (“Contract”),
Contractor hereby agrees to hold and keep certain information confidential in accordance with the

following terms and conditions of this agreement (the “Agreement”):

1. Contractor and Contractor’s Representatives

When this Agreement refers to the “Contractor,” “You,” or “Your” it shall mean all of the
officers, employees, agents and representatives of the Contractor and of any of its subcontractors!
including those who work on the Contract as well as those who do not work on the Contract but may
have the possibility of inadvertent access to Confidential Information (as defined below) as a result of
having access to the Contractor’s office space and/or computer systems.

2. Confidential Information

(a) As used herein, the term “Confidential Information” refers to (i) all records, files, and data
of the DRA, unless subject to a specific exemption under RSA 21-J:14; (ii) all federal tax information
(“FTI”) in the possession of the NHDRA access to which is governed by Internal Revenue Code Sections
7213 and 7213A, the associated Treasury Regulations, and Internal Revenue Service Publication 1075;
(iii) any and all other information concerning the NHDRA’s business and affairs that may be
provided or made available to You by the NHDRA and is not provided to the general public via the
NHDRA's website or otherwise disseminated by the NHDRA to the general public; (iv) all notes,
summaries, forecasts, analyses, compilations, studies, or other documents made by the Contractor,
or received by the Contractor directly or indirectly from the NHDRA, not provided to the general
public via the NHDRA's website or otherwise disseminated by the NHDRA to the general public in
whatever form or storage medium, whether such information is or was provided prior to or
subsequent to the date of this Agreement, whether or not such information is marked
“Confidential” or bears a similar restrictive legend or other confidential designation.

(b) The definition of “Confidential Information” also shall include the information described in
Exhibit A to NHDRA Policy No. 22-001, as amended on November 4, 2022 and as further amended from
time to time, entitled “Confidential Information Contract Provisions” and which is attached hereto as
Exhibit “A.”

(c) The term “Confidential Information” does not include information which: (i) is

disseminated to the general public by the NHDRA on the NHDRA website or via an alternate medium;
(i) would be available to the general public via a request for information pursuant to RSA 91-A; (iii)

L A Contractor who works for the NHDRA generally is not allowed to retain a subcontractor to work on the
NHDRA'’s project unless approved in advance by the NHDRA.
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NON-DISCLOSURE AND CONFIDENTIALITY AGREEMENT

was available to Contractor on a non-confidential basis prior to gaining access to it as a result of the
Contract; or (iv) was independently developed by Contractor without the use of or reference to any
Confidential Information.

3. Permitted Use and Non-Disclosure of Confidential Information.

Contractor agrees that the Contractor shall use all Confidential Information solely for the
purpose of work performing the Contract, and for no other purpose whatsoever. Contractor agrees
that the Contractor shall keep the Confidential Information confidential and shall not disclose any of
the Confidential Information to anyone; provided, however, that disclosure of such information may
be made by Contractor to any of its employees or representatives who are actively and directly
participating in performance of the Contract and who need to know such information. It is
understood and agreed that Contractor shall cause each such employee or representative to treat
such information as Confidential Information and comply with the terms of this Agreement as if
such employee or representative were a party to this Agreement, and that Contractor shall be
responsible to the NHDRA for any breach of the provisions hereof by any such employee or
representative.

4, Obligation to Report to NHDRA Any Unauthorized Access or Disclosure of Confidential

Information

In the event of any unauthorized access, use or disclosure of Confidential Information, the
Contractor shall immediately notify the NHDRA both orally and in writing. Any such unauthorized
access, use or disclosure of Confidential Information is an Event of Default upon which the NHDRA may
decide to discipline the Contractor and keep the Contract or may immediately treat the Contract as
breached and pursue any remedies at law or in equity or in both. In the event the NHDRA treats the
Contract as breached, all provisions of this Agreement remain in full force and effect with NHDRA
retaining all rights to enforce the same in equity or law.

5. Return, Destruction, or Retention of Confidential Information.

Upon completion of the Contract or at any time upon written request of the NHDRA,
Contractor shall promptly return or destroy all Confidential Information along with all copies of the
same. In all cases of destruction, Contractor shall promptly provide to the NHDRA certified written
notice of such destruction. Notwithstanding the foregoing, Contractor may keep (a) copies of the
Confidential Information to the extent required by law, rule, regulation, or administrative order, and
(b) backup copies of items containing or constituting Confidential Information in computer systems
to the extent that routine computer backup procedures or processes create such copies. Any such
retained Confidential Information shall continue to be subject to all obligations of confidentiality
set forth in this Agreement until such Confidential Information has been returned or destroyed as
set forth in this section, and such Confidential Information shall be retained solely by your legal
or compliance department and shall not be made available at any point thereafter to personnel in
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NON-DISCLOSURE AND CONFIDENTIALITY AGREEMENT

other departments, other representatives, or any other person, without the express prior written
consent of the NHDRA. Notwithstanding the return or destruction of any Confidential Information,
Contractor shall continue to be bound by the confidentiality and other obligations hereunder.

6. Nature of Obligations.

This Agreement may be modified or waived only by a separate writing executed by the
parties hereto that expressly modifies or waives a term or condition. The Contractor’s failure to
comply with any of the terms hereof, including but not limited to Contractor’s responsibility to
ensure that its employees and representatives also abide by this Agreement shall constitute an
event of default under the terms of the Contract.

7. Required Disclosure.

If Contractor becomes required (by deposition, interrogatory, request for documents,
subpoena, civil investigative demand, regulatory review, or similar process) to disclose any of the
Confidential Information, Contractor shall provide the NHDRA with prompt prior written notice of,
and the terms of and circumstances surrounding, such requirement, to the extent permitted by
applicable law, rule, or regulation, so that the NHDRA as intended third party beneficiary may seek a
protective order or other appropriate remedy, and/or waive compliance with the terms and
conditions of this Agreement. If such protective order or other remedy is not obtained, or if the
NHDRA waives compliance with the provisions hereof, then Contractor shall disclose only that portion
of the Confidential Information that, as advised by counsel, is reasonably necessary to ensure
compliance with such requirement. In addition, Contractor shall not oppose any action, and shall, if
not prohibited by law, cooperate with, assist, and join with the NHDRA, to seek an appropriate
protective order or other reliable assurance to safeguard the Confidential Information.

8. Term.

The terms and conditions of this Agreement, and all obligations of confidentiality contained
herein, shall remain in full force and effect indefinitely and without expiration. This Agreement shall
be enforceable by the NHDRA against any assignee or successor of the Contractor, whether such
transfer of the Contract and/or the Confidential Information was the result of an affirmative action
taken by the Contractor or, as a matter of law, as in the case of the institution of a receivership under
state law or in the filing of a petition for relief under the United States Bankruptcy Code.

9. Remedies and Waiver.

It is further understood and agreed that money damages may not be a sufficient remedy
for any actual or threatened breach of any of the provisions of this Agreement, and that the NHDRA
may seek specific performance, injunctive and other equitable relief as a remedy for any such actual
or threatened breach, which breach by itself shall constitute irreparable harm. It is further understood
and agreed that no failure or delay by the parties hereto in exercising any right, power, or
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NON-DISCLOSURE AND CONFIDENTIALITY AGREEMENT

privilege hereunder shall operate as a waiver thereof, nor shall any single or partial exercise thereof
preclude any other or further exercise thereof or the exercise of any other right, power, or privilege
hereunder. In the event of any litigation relating to this Agreement, if a court of competent
jurisdiction determines in a final non-appealable decision that this Agreement has been breached by
any party (including a breach hereof by Contractor), then the non-prevailing party shall reimburse
the prevailing party for any reasonable legal fees and expenses incurred in connection with all such
litigation. The existence of any claim or cause of action that Contractor may have against the NHDRA
shall not constitute a defense or bar to the enforcement of this Agreement.

10. Governing Law.

This Agreement shall be governed by and construed in accordance with the laws of the
State of New Hampshire. The parties hereto irrevocably and unconditionally consent hereby to
submit to the exclusive jurisdiction of the Superior Court of the State of New Hampshire in
Merrimack County, for any action, suit, or proceeding arising out of or relating to this Agreement, and
hereby further irrevocably and unconditionally waive and agree not to plead in such court that any
such action, suit, or proceeding brought in any such court has been brought in an inconvenient
forum.

11. Severability.

If any of the provisions of this Agreement is found to violate any statute, regulation, rule,
order, or decree of any governmental authority, court, agency, or exchange, such invalidity shall not
be deemed to affect any other provision hereof or the validity of the remainder of this Agreement,
and such invalid provision shall be deemed deleted herefrom to the minimum extent necessary to
cure such violation.

12. Assignment.

This Agreement shall be for the benefit of and shall be enforceable by the NHDRA, and its
respective affiliates, successors, and assigns. It is understood that any assignment of the Contract by
Contractor without the express prior written consent of the NHDRA shall be void and of no effect. It
is further understood, however, that should the Contractor assign the Contract through affirmative
assignment, merger or acquisition with or without the NHDRA'’s prior approval, or as a matter of law,
as in the case of the institution of a receivership under state law or in the filing of a petition for relief
under the United States Bankruptcy Code, this Agreement shall be enforceable by the NHDRA against
the assignee or successor of the Contractor, as the case may be.

13. Counterparts.

This Agreement may be executed in one or more counterparts, and by the parties hereto on
separate counterparts, each of which shall be deemed an original for all purposes and all of which
together shall be deemed one and the same Agreement. A signed copy of this Agreement
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NON-DISCLOSURE AND CONFIDENTIALITY AGREEMENT

delivered by facsimile, e-mail, PDF, or other means of electronic transmission shall be deemed to
have the same legal effect as delivery of an original signed copy of this Agreement.

If you are in agreement with the foregoing, please sign and return the duplicate copy of
this Agreement, which shall constitute the parties' entire agreement with respect to the subject
matter hereof.

STATE OF NEW HAMPSHIRE
DEPARTMENT OF REVENUE ADMINISTRATION

By:
Name:
Title:

Date: ,20_

[CONTRACTOR]

By:
Name:
Title:

Date: ,20_
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NHDRA SERVICE LEVEL AGREEMENT

This AGREEMENT is made by and between [enter contractor name] (the “Contractor”) currently located at
[enter contractor address] and Lindsey M. Stepp, Commissioner, solely in her official capacity and on behalf of
the State of New Hampshire, Department of Revenue Administration (the “Agency” or “DRA”), with its principal
office at 109 Pleasant Street, P.O. Box 1388, Concord, NH 03302-1388.

WHEREAS; Contractor and the Agency are parties to that certain [name of contract], dated as of [date], to
perform certain [describe services] in accordance with the terms thereof and effective upon Governor and
Council approval (the “Service Contract”);

WHEREAS; The terms of the Service Contract require the Contractor to comply with all Agency policies and all
applicable laws concerning the confidentiality of Agency and taxpayer information;

WHEREAS; Among the Agency policies with which the Contractor must comply is the Disclosures of Taxpayer and
Department Information policy, no. 22-001, which requires the contract to include provisions addressing the
Contractor obligations with respect to taxpayer and DRA information.

NOW THEREFORE, in consideration of the foregoing recitals which are an integral part hereof, and the promises
and mutual covenants contained in this Agreement, and other good and valuable consideration, the receipt and
sufficiency of which is hereby acknowledged, the parties hereby agree as follows:

Contractor shall maintain Federal Tax Information (FTI) compliance in accordance with IRS Publication 1075

(Rev. 11-2021) (“Publication 1075").

A. FTlis defined as federal tax returns and return information (and information derived from it) as defined
in the “KEY DEFINITIONS” section of Publication 1075 and 26 U.S.C. § 6103(b), that is in the agency’s
possession or control, which is covered by the confidentiality protections of the IRC, and subject to the
IRC § 6103(p)(4) safeguarding requirements, including IRS oversight. FTl is categorized as Sensitive but
Unclassified information and may contain personally identifiable information (PlI).

B. FTlincludes return and return information received directly from the IRS, an authorized secondary
source, or another entity acting on behalf of the IRS pursuant to an IRC § 6103(p)(2)(B) Agreement.

C. IRC §6103(b)(1) defines a return as any tax or information return, estimated tax declaration, or refund
claim (including amendments, supplements, supporting schedules, attachments, or lists) required by or
permitted under the IRC and filed with the IRS by, on behalf of, or with respect to any person or entity.

The following requirements from Publication 1075 shall be observed by the Contractor:
A. Contractor shall meet all security requirements in the current and future revisions of Publication 1075.
B. Minimum Protection Standards
1. Contractor must take care to deny unauthorized access to areas containing FTI during duty and non-
duty hours. This can be accomplished by creating restricted areas, security rooms, locked rooms, or
containers. Minimum Protection Standards (MPS) require two barriers, beginning at the FTl itself,
and extending outward to individuals without a need-to-know. MPS provides the capability to deter,
delay, or detect surreptitious entry.
C. Restricted Area Access
1. Contractor must maintain a restricted area visitor log at a designated entrance to the restricted
area, and all visitors (persons not assigned to the area) entering the area shall be directed to the
designated entrance. The visitor access log must require the visitor to provide the following
information:

= Name and organization of the visitor
» Signature of the visitor
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NHDRA SERVICE LEVEL AGREEMENT

* Form of identification

= Date of access

= Time of entry and departure

= Purpose of visit

* Name and organization of person visited

2. The visitor must sign, either electronically or physically, into the visitor access log. The security

personnel must validate the person’s identity by examining government-issued identification (e.g.:

state driver’s license or passport) and recording in the access log the type of identification validated.

The security personnel must compare the name and signature entered in the access log with the

name and signature of the government-issued identification. When leaving the area, the security

personnel or escort must enter the visitor’s time of departure. Each restricted area access log must
be closed out at the end of each month and reviewed by management.
3. Use of Authorized Access List

a. To facilitate the entry of employees who have a frequent and continuing need to enter a
restricted area, but who are not assigned to the area, an Authorized Access List (AAL) can be
maintained so long as MPS are enforced (see Section 2.B.2, Minimum Protection Standards of
the Publication 1075).

b. The Contractor’s AAL must contain the following information:

Name of Contractor/contractor/non-agency personnel
Name and phone number of agency POC authorizing access
Name and address of Contractor POC
Address of Contractor/contractor
Purpose and level of access
c. The Contractor must update its AAL semi-annually and provide such updated list to the Agency.
D. Controlling Access to Areas Containing FTI

1. Contractor shall issue appropriate authorization credentials, including badges, identification cards,
or smart cards. In addition, Contractor shall maintain a list that identifies those individuals who have
authorized access to any systems where FTl is housed, and shall provide the list to the Agency,
regularly updated, and, upon request, to the IRS reviewing office. Access authorizations and records
maintained in electronic form are acceptable. Contractor shall control physical access to the
information system devices that display FTIl information, or where FTl is processed, to prevent
unauthorized individuals from observing the display output. Allowing an individual to “piggyback” or
“tailgate” into restricted locations must be prohibited and documented in policy. Contractor must
ensure that all individuals entering an area containing FTI do not bypass access controls or allow
unauthorized entry of other individuals.

E. Other Safeguards

1. Contractor shall maintain and enforce rules and procedures to ensure that employees do not leave
computers unprotected at any time. These rules must address brief absences while employees are
away from the computer.

2. Upon discovering a possible improper inspection or disclosure of FTI data, including breaches and
security incidents committed by the Contractor employee or any other person, the individual
making the observation or receiving information should immediately contact their supervisor.
Contractor shall establish a process to discipline and/or sanction Contractor employees for such
improper inspections or disclosures, as necessary.

a. The IRS requires that they be notified within 24 hours of discovery of an incident.
b. The supervisor should immediately contact their DRA Point of Contact.
F. Background Investigation Minimum Requirements
1. Under this SLA, DRA authorizes an exception to DRA’s background check policy by allowing
Contractor to conduct background checks instead of DRA. Therefore, Contractor shall conduct
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NHDRA SERVICE LEVEL AGREEMENT

background checks required by Publication 1075 for current employees who may or will have
access to FTI.
e DRA reserves the right to audit, view, or run an independent background check associated
with Contractor employees who are performing work under this SLA.
2. The Contractor will share the results of background checks on these covered workers with the DRA
Human Resources Coordinator (HRC) for the determination of suitability.
e A disqualifying determination of a covered worker by the HRC is deemed final and access
will be denied to DRA’s systems and information.
e |nthe case of an HRC unsuitable determination on a background check, DRA shall have the
final decision regarding the suitability and employment of the covered worker.
G. Shared Facilities
1. Authorized Contractor personnel are not permitted to use a shared facility, except as explicitly
authorized by DRA pursuant to a side agreement or letter, and only in a manner that does not allow
access to FTI by unauthorized Contractor employees, agents, representatives, contractors, or any
other party using the shared facility.
H. Plan of Action and Milestones
1. Contractor must develop a Plan of Actions & Milestones (POA&M) to report on completed
corrective actions as well as provide status updates as DRA deems necessary to any unresolved or
planned actions.
I. Disclosing FTI to Subcontractors
1. DRA must enter into an SLA, or similar agreement, with any Contractor subcontractors that
specifically describe the FTI covered and specifically enumerate the purposes for which the FTI may

be used.

a. All subcontractor requests must go through the DRA Disclosure Officer for coordination with the
IRS.

b. Contractor shall not share FTI to subcontractors without the complete contractor onboarding
from DRA.

lll. Terms to Be Included In the Service Contract.
The Service Contract between the DRA and the Contractor shall include among its terms and conditions
the following, the non-performance of which may constitute an event of default of or grounds for
voiding the Service Contract:
A. Performance
In performance of the Contract, the Contractor agrees to comply with and assume responsibility for
compliance by officers or employees with the following requirements:

1. All work will be performed under the supervision of the Contractor.

2. The Contractor and its officers or employees to be authorized access to FTI must meet background
check requirements defined in IRS Publication 1075. The Contractor will maintain a list of officers or
employees authorized access to FTI. Such list will be provided to the DRA and, upon request, to the
IRS.

3. FTlin hardcopy or electronic format shall be used only for the purpose of carrying out the provisions
of the Contract. FTl in any format shall be treated as confidential and shall not be divulged or made
known in any manner to any person except as may be necessary in the performance of the Contract
and in strict accordance with the terms hereof. Inspection or disclosure of FTI to anyone other than
the Contractor or its officers or employees authorized is prohibited.
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10.

11.

12.

13.

FTI will be accounted for upon receipt and properly stored before, during, and after processing. In
addition, any related output and products require the same level of protection as required for the
source material.

The Contractor will certify that FTI processed during the performance of the Contract will be
completely purged from all physical and electronic data storage with no output to be retained by
the Contractor at the time the work is completed. If immediate purging of physical and electronic
data storage is not possible, the Contractor will certify that any FTl in physical or electronic storage
will remain safeguarded to prevent unauthorized disclosures.

Any spoilage or any intermediate hard copy printout that may result during the processing of FTI
will be given to the DRA. When this is not possible, the Contractor will be responsible for the
destruction of the spoilage or any intermediate hard copy printouts and will provide the DRA with a
statement containing the date of destruction, description of material destroyed, and the
destruction method.

All computer systems receiving, processing, storing, or transmitting FTI must meet the
requirements in IRS Publication 1075. To meet functional and assurance requirements, the security
features of the environment must provide for the managerial, operational, and technical controls.
All security features must be available and activated to protect against unauthorized use of and
access to FTI.

No work involving FTI furnished under the Contract will be subcontracted without the prior written
approval of the DRA and IRS.

Contractor will ensure that the terms of FTI safeguards described herein are included, without
modification, in any approved subcontract for work involving FTI.

To the extent the terms, provisions, duties, requirements, and obligations of the Contract apply to
performing services with FTI, the Contractor shall enforce upon the subcontractor all obligations,
duties, and responsibilities that the agency under this Contract may enforce upon the Contractor.
In addition to the subcontractor’s obligations and duties under an approved subcontract, the terms
and conditions of the Contract apply to the subcontractor, and the subcontractor is bound and
obligated to the Contractor hereunder by the same terms and conditions by which the Contractor
is bound and obligated to the agency under this Contract.

For purposes of the Contract, the term “Contractor” includes any officer or employee of the
Contractor with access to or who uses FTI, and the term “subcontractor” includes any officer or
employee of the subcontractor with access to or who uses FTI.

The agency will have the right to declare an event of default or void the Contract if the Contractor
fails to meet the terms of FTI safeguards described herein.

B. Criminal/Civil Sanctions

1.

Each officer or employee of the Contractor to whom FTl is or may be disclosed shall be notified in
writing that FTI disclosed to such officer or employee can be used only for a purpose and to the
extent authorized herein, and that further disclosure of any FTI for a purpose not authorized herein
may constitute a felony punishable upon conviction by a fine of as much as $5,000 or imprisonment
for as long as 5 years, or both, together with the costs of prosecution.

Each officer or employee of the Contractor to whom FTl is or may be accessible shall be notified in
writing that FTIl accessible to such officer or employee may be accessed only for a purpose and to
the extent authorized herein, and that access/inspection of FTI without an official need-to-know for
a purpose not authorized herein may constitute a criminal misdemeanor punishable upon conviction
by a fine of as much as $1,000 or imprisonment for as long as 1 year, or both, together with the
costs of prosecution.

Each officer or employee of the Contractor to whom FTl is or may be disclosed shall be notified in
writing that any such unauthorized access, inspection or disclosure of FTI may also result in an
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award of civil damages against the officer or employee in an amount equal to the sum of the greater
of $1,000 for each unauthorized access, inspection, or disclosure, or the sum of actual damages
sustained as a result of such unauthorized access, inspection, or disclosure, plus in the case of a
willful unauthorized access, inspection, or disclosure or an unauthorized access/inspection or
disclosure which is the result of gross negligence, punitive damages, plus the cost of the action.
These penalties are prescribed by IRC sections 7213, 7213A and 7431 and set forth at 26 CFR
301.6103(n)-1.

4. Additionally, it is incumbent upon the Contractor to inform its officers and employees of the
penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. § 552a. Specifically, 5
U.S.C. § 552a(i)(1), which is made applicable to contractors by 5 U.S.C. § 552a(m)(1), provides that
any officer or employee of a contractor, who by virtue of his/her employment or official position,
has possession of or access to agency records which contain individually identifiable information,
the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and
who knowing that disclosure of the specific material is so prohibited, willfully discloses the material
in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor
and fined not more than $5,000.

5. Granting the Contractor access to FTI must be preceded by certifying that each officer or employee
understands the agency’s security policy and procedures for safeguarding FTI. The Contractor must
maintain their authorization to access FTI through annual recertification of their understanding of
the agency’s security policy and procedures for safeguarding FTI. The initial certification and
recertifications must be documented and placed in the agency's files for review. As part of the
certification and at least annually afterwards, the Contractor must be advised of the provisions of
IRC sections 7213, 7213A, and 7431. The training on the agency’s security policy and procedures
provided before the initial certification and annually thereafter must also cover the incident
response policy and procedure for reporting unauthorized disclosures and data breaches. For the
initial certification and the annual recertifications, the Contractor and each officer or employee must
sign, either with ink or electronic signature, a confidentiality statement certifying their
understanding of the security requirements.

IV. Inspection
The IRS and the Agency, with 24-hour notice, shall have the right to send its inspectors into the
offices and plants of the Contractor to inspect facilities and operations performing any work with FTI
under the Contract for compliance with requirements defined in IRS Publication 1075. The IRS’ right
of inspection shall include the use of manual and/or automated scanning tools to perform
compliance and vulnerability assessments of information technology assets that access, store,
process or transmit FTI. Based on the inspection, corrective actions may be required in cases where
the contractor is found to be noncompliant with FTI safeguard requirements.
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IN WITNESS THEREOF, the parties have executed this Agreement as of the date below.

DATE

[Contractor]

STATE OF NEW HAMPSHIRE

DEPARTMENT OF REVENUE ADMINISTRATION
DATE By:

Lindsey M. Stepp
Commissioner
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Request for Authorized List

Controlling Access to Areas Containing FTI

A. VENDOR shall issue appropriate authorization credentials, including badges, identification
cards, or smart cards. In addition, a list shall be maintained that identifies those individuals
who have authorized access to any systems where FTl is housed. Access authorizations and
records maintained in electronic form are acceptable. VENDOR shall control physical access
to the information system devices that display FTl information, or where FTl is processed, to
prevent unauthorized individuals from observing the display output. Allowing an individual
to “piggyback” or “tailgate” into restricted locations must be prohibited and documented in
policy. VENDOR must ensure that all individuals entering an area containing FTI do not
bypass access controls or allow unauthorized entry of other individuals.

B. VENDOR will maintain a list of employees with authorized access to FTI. This list shall be

updated as changes are made or at least semiannually. Such list will be provided to DRA
and, upon request, to the IRS reviewing office.
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Vendor Name:
What type of data is being exchanged?

# Pub 1075 | NISTID Vendor Response
A Will you process DRA data electronically, via paper, or both? Will it
be secured according to Pub 1075 requirements?
28 MP-4 How will DRA data (paper/media) be physically secured during
2 storage?
282 PE-4 How will DRA data be adequately protected from cleaning,
3 maintenance, and service staff?
2.B.2, PE-4 MA- What security measures are in place to safeguard DRA information
2.B.3.5, ; when it is being worked on for both paper and electronic
4 2.B3.3 information?
How is the facility secured when not occupied? Is there an alarm
2.83.3 MA-5 [system? Are there cameras? Is it a closed or open circuit? Is there a
5 monitoring system for fire?
; 2833 MAS Who monitors the cameras? Are they tested? How long is film kept?
Do you provide an immediate manual method of locking the desktop
a1 AC-11 and have procedures in place requiring users of DRA data to utilize
this function when leaving their workstation unattended?
7
20,41 AC-1 Wwill yog restrict actfess to DRA data to a need-to-know basis and only
8 as required for the job?
Will electronic DRA data be stored on secure network drives,
2.C.5.1 segregated from all other client or contractor data? Is it secured
9 according to Pub 1075 requirements?
2082 Is the facility shared? If so, how are you separated? Are there
10 common areas?
415 PS.6 Do you require confidentiality agreements of all employees?
11
28,410 Mp4 Do you prohibit data storage on all local drives (A, B, C, etc.)?
12
2E6.2 SA-3 D? subcorntractors have any contact with DRA data? If yes, please
13 give details.
MP-1 thru Please describe your process for receiving, storing, and transmitting
4.10 MP-7 DRA electronic tax return information.
14
Will you display a security banner reminding users of penalties for
4.1 AC-8 |unauthorized inspection and/or disclosure prior to them accessing
16 DRA data?
a1 AC-11, AC{ Do you configure all computers to automatically lock after an
17 12 amount of inactivity? If so, how long?
415 PS-1 thru |Do temporary employees have any contact with DRA data?
18 PS-8
415 PS4 What is your termination procedure regarding access to systems and
19 the building containing DRA data?
Can network services' hardware devices be managed remotely and if
418 scs so, what security measures are in place to protect against
unauthorized access, DoS, or malicious attacks?
20
Please provide a network diagram which includes all devices that will
SC-1 thru store, process, share, transmit, or delete DRA data including all
4.18 sc.39 relevant security devices such as firewalls, routers, IDS, VLANS,
switches, hubs, servers, workstations.
21
419 <15 Do system administrators subscribe to security alert services such as
23 CERT, Secunia, Microsoft, etc? Which ones?
43 AU-3 Will you collect, maintain, and periodically review detailed activity
24 logs related to DRA data access?
43 AU-7 Will you make available upon request any log files and any research
25 or supporting documentation relative to DRA data?
43 AU-5, AU- [Will you mitigate issues found when reviewing activity logs and
26 6 report them to DRA in a timely manner?
Do you utilize wireless networks? The use of wireless networks to
4.1 AC-18 |access DRA data is prohibited outside of the facility.
30
How are wireless networks secured to prevent unauthorized access
or attacks on DRA data? Is wireless traffic bound for your internal
4.1 AC-18 |[networks protected by a firewall? Is wireless traffic encrypted? With
which protocol?
31
2E6.4 PM-26 WiII' DRA data ever be used in the test, development, or QA
32 environments?
334,41| AC19 Are mobile comp_uting devices (laptop, PDA, iPhones, etc.) used or
33 allowed at your site?
Do you have a formal information security policy? If so, please
34 provide.




POLICY and PROCEDURE

No. 22-001 Issue Date: _ 2/7/2022

Distribution: All Department Employees

Subject: Disclosures of Taxpayer and Department Information

NOTE: This Policy and Procedure is intended for the internal and disciplinary use of the Department of Revenue
Administration and is not intended to establish any higher standard of care in any civil or criminal court proceeding or
action than is otherwise provided by applicable state or federal law.

l. Purpose

The purpose of this Policy and Procedure is to set forth the policy for
unauthorized disclosures of taxpayer and Department of Revenue
Administration (“Department” or “DRA”) information, including Federal Tax
Information, the procedure for reporting such disclosures, and the disciplinary
actions for such disclosures, for Department employees and contractors.

This Policy on Disclosures of Taxpayer and Department Information (“Policy”)
shall be read in a manner that is consistent with state and federal law,
including, without limitation, RSA 21-J:14, Internal Revenue Code sections
7213 and 7213A, the associated Treasury Regulations, IRS Publication 1075,
and all state administrative rules governing both the confidentiality of taxpayer
information and employee discipline, as well as all relevant contracts,
including contracts for the exchange of information with the federal
government and other states, and the Collective Bargaining Agreement
governing Executive Branch employees. In instances where this Policy
conflicts with the aforementioned authorities, those authorities shall govern.

This Policy shall apply equally to all Department employees whether
classified or unclassified.

This policy rescinds and replaces Policy # 14-018 “Disclosures of Taxpayer
and Department Information, # 15-001 “Unauthorized Disclosures of Federal
Tax Information,” and #16-007 “Contractor Disclosures of Taxpayer and
Department Information.”



Definitions
For purposes of this Policy and Procedure, the term:

A. “Contractor” shall mean any individual or organization, including
employees and subcontractors of such individuals or organizations, that
the DRA contracts with for the provision of goods or services that has or
may have access to any DRA information, including taxpayer records,
files, returns, or return information. The term shall include any employee of
a temporary employment or staffing agency assigned to work at the DRA.

B. “Disclosure Officer” shall mean the person designated by the Department
to ensure compliance with the Department’s safeguard standards and
procedures as described in “Coordinating Safeguards within an Agency” of
Pub 1075, and shall include for purposes hereof the “Alternate Disclosure
Officer.”

C. “Employee” shall mean an employee of the State of New Hampshire
performing work at, or on behalf of, the DRA, including unpaid work or as
an intern or volunteer.

D. “Federal Tax Information” or “FTI” shall mean any return or return
information received from the Internal Revenue Service (‘IRS”) or
secondary source, such as the Social Security Administration, Federal
Office of Child Support Enforcement or Bureau of Fiscal Service. FTI
includes any information created by the Department that is derived from
return or return information including FTI presented in statistical format,
unless aggregated in a manner that is permissible under Pub. 1075. FTI
does not include federal tax returns or information provided directly to the
Department by a taxpayer or their representative.

Policy

Taxpayer records, files, returns, or return information contained in the records
of the Department, or developed by the Department or its contractors through
their activities on its behalf, are confidential and privileged even in instances
where identical information is public information in another individual’s or
organization’s records. Employees and Contractors must only access and
use confidential information for purposes allowed by law. A willful violation of
RSA 21-J:14 constitutes a class A misdemeanor, punishable in accordance
with RSA 626:2.

IRC § 7213(a)(2) makes the unauthorized disclosure of FTI by Employees
and Contractors a potential felony offense. Additionally, IRC § 7213A makes
the unauthorized inspection of FTI a misdemeanor, punishable by fines,
imprisonment, or both. Finally, IRC § 7431 prescribes civil damages for
unauthorized inspection or disclosure, and upon criminal indictment or
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information under IRC § 7213 or § 7213A, requires notification to the taxpayer
that an unauthorized inspection or disclosure has occurred.

Further, it is the responsibility of every DRA employee and contractor to read
“Reporting Improper Inspections or Disclosures” of Pub 1075, found at
http://www.irs.gov/pub/irs-pdf/p1075.pdf and to report any suspected
unauthorized inspection or disclosure of FTI, including breaches and security
incidents, as set forth below.

An impermissible disclosure includes, but is not limited to: (1) disclosing
taxpayer information or DRA records or files to an individual or entity not
authorized to receive it under RSA 21-J:14; (2) accessing taxpayer
information or DRA records or files that exceeds what is necessary for the
Employee to perform their job or the Contractor to perform the services the
Contractor has been contracted to provide the DRA (each Contractor
employee shall access only that information that is necessary to perform that
individual employee’s job duties); (3) in the case of a Contractor, comingling
taxpayer information or DRA records or files with any other files or records of
the Contractor; (4) misusing, abusing, losing, or damaging the DRA’s records
or information, including the failure to safeguard records, files, returns, or
return information, or DRA information found in Contractor records; (5)
publication of taxpayer information or DRA records or files in any public
forum, including social media, networking or other public websites; and (6) in
the case of FTI, any other disclosure that is impermissible under Pub 1075,
IRC sections 6103, 7213 or 7213A, the associated Treasury regulations, or
any other federal law or associated guidance.

It is the policy of the DRA that impermissible disclosures of taxpayer or
Department information must be reported in accordance with the procedures
below. In addition, it is the policy of the DRA that disciplinary action resulting
from an impermissible disclosure of taxpayer or DRA information, shall be
administered in accordance with the procedures below. Finally, it is the policy
of the DRA that all contracts with DRA Contractors include provisions
addressing the Contractor’s obligations with respect to taxpayer and DRA
information as outlined below. Each Employee and Contractor shall annually
attest that they have received, read, and understand this Policy.



Iv.

Procedures
A. PROTECTING FTI

Ali taxpayer information is confidential, and shall not be disclosed to other
persons, except as authorized by power of attorney and in accordance with
applicable law. However, FTl is subject to stricter confidentiality protections
than other Department information. All Employees and Contractors are
responsible for protecting FTI, regardless of whether such FTl is accessed
through RIMS, the IRS electronic file transfer protocol (also known as the
Secure Data Transfer application), the IRS website (including the Transcript
Delivery System), hardcopies from IRS, or any other delivery method. Paper
and electronic media containing FTI shall be strictly protected, monitored and
controlled. Employees and Contractors shall comply with all internal DRA
guidance and training concerning the protection of FTI. Generally,
Employees and Contractors shall not print or photocopy FTI, except as
expressly permitted by internal DRA written guidance. Further, Employees
and Contractors shall not save or store FTI in electronic form on any DRA
network, on or off premises, except as expressly permitted by internal DRA
written guidance. Likewise, Employees and Contractors shall not transmit FTI
by email, fax, phone call, or collaborative computing devices, except as
expressly permitted by internal DRA written guidance.

FTI stored on electronic media shall be strictly controlled, encrypted and
password protected. Paper documents containing FTI shall be stored and
secured in the fourth floor vault as detailed in internal DRA written guidance.
Paper documents provided by IRS (generally in response to a request using
IRS form 8796A) containing FTI shall be locked in secure cabinets in the
fourth floor vault and only accessed upon approval of the applicable Division
Director and Disclosure Officer.

B. REPORTING REQUIREMENTS FOR ALL DISCLOSURES

When an Employee or Contractor knows or suspects that an impermissible
disclosure has occurred with respect to any Department information,
regardless of whether FTl is involved, the following procedure shall govern:

1. The Employee shall immediately report the impermissible disclosure to his
or her Division Director. In the case of a Contractor, such Contractor shall
immediately report the impermissible disclosure to a DRA Employee, who
shall in turn immediately report the same to their Division Director. Each
Employee or Contractor described in this subparagraph (including a DRA
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Employee only aware of the disclosure through the report of a Contractor)
shall be considered a “Reporting Party.”

2. The Division Director shall complete a Disclosure Notification Report
(“DNR”), review the completed information with the Reporting Parties, and
have a Reporting Party sign and date the DNR. The Division Director
shall also sign the completed DNR.

3. The Division Director shall file the completed DNR with the Assistant
Commissioner’s Office by the next business day following the Reporting
Party’s report of the impermissible disclosure.

4. Reported alleged disclosures shall be treated with the utmost level of
confidentiality by the DRA, so the Reporting Party’s and/or the alleged
offender’s identity shall be considered confidential and privileged.

C. REPORTING REQUIREMENTS FOR DISCLOSURES OF FTI

In the event an Employee suspects that there has been an unauthorized
disclosure of FTI in any format, the following additional steps, which
incorporate the requirements of IRS Pub. 1075, must be taken:

1. The Reporting Party shall notify, via e-mail correspondence, the following
DRA personnel of the suspected unauthorized disclosure of FTI: the
Assistant Commissioner, the Internal Auditor, the Disclosure Officer, and
the Reporting Party’s Division Director. The subject line of the Reporting
Party’s e-mail notifying of the alleged disclosure shall state “Suspected
Unauthorized Disclosure of FTI."

2. The Reporting Party, in conjunction with the Disclosure Officer, shall
immediately, but no later than 24 hours, report the suspected disclosure of
FTI to the appropriate Agent-in-Charge at the Treasury Inspector General
for Tax Administration (TIGTA) by calling the local field division office
(currently, New York), or, if unable to contact such office, the TIGTA
Hotline Number below:

Hotline Number: During normal business hours: 1-800-366-4484
After regular business hours: 1-800-589-3718

Treasury Inspector General for Tax Administration
Ben Franklin Station

P.O. Box 589

Washington, DC 20044-0589

3. Concurrently with the above, the Disclosure Officer shall notify, via email
correspondence, the IRS Office of Safeguards at:

5



SafeqguardReports@irs.gov. The Disclosure Officer's notification to the
Office of Safeguards must occur even if all information is not yet available.
If a determination is made that there should be discipline or other legal
consequences as a result of the disclosure, the Disclosure Officer shall
make a second notification to the Office of Safeguards. In the email
correspondence notifying the Office of Safeguards, the Disclosure Officer
shall document the specifics of the incident known at the time, including
but not limited to:

Name of agency and agency Point of Contact for resolving data
incident with contact information;

Date and time of the incident;

Date and time the incident was discovered;

How the incident was discovered;

Description of the incident and the data involved, including specific
data elements, if known;

Potential number of FTI records involved; if unknown, a range shall
be provided;

Address where the incident occurred;

IT involved (e.g. laptop, server, mainframe); and

i. Whether the agency will initiate adverse or disciplinary action
against an employee for an unauthorized inspection or disclosure of
return information in violation of DRA policies. Adverse or
disciplinary actions should be interpreted to include, but are not
limited to, admonishments and censures, letters of warning,
suspensions, reduction of job responsibilities, job reassignments,
reductions in pay or denials of increment, and terminations.
Adverse or disciplinary actions should also be interpreted to include
alternatives that provide for any variety of both punitive and non-
punitive remedial measures. All such adverse or disciplinary actions
will be administered in accordance with law, the N.H. Personnel
Rules, the CBA, and applicable procedures.

o
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FTI data shall not be included in the data incident report. The identity
of the person suspected of making the unauthorized disclosure shall
not be included in any data incident reports to the IRS or the Office of
Safeguards. Reports must be sent by the Disclosure Officer
electronically and encrypted via IRS-approved encryption techniques.
The Disclosure Officer shall use “data incident report” in the subject
line of the email.

4. Upon receiving the notification, the Reporting Party’s Division Director,
Assistant Commissioner, Internal Auditor, Reporting Parties, and
Responsible Parties, shall follow the steps set forth above in Section Il (B)
and (D).



5. The Division Director, Assistant Commissioner, Internal Auditor, and all
other parties shall make every effort to exclude FTI from the DNR, the
Disclosure Investigation Report, and any other document produced as part
of the reporting or investigations of the potential disclosure(s).

6. The Assistant Commissioner shall notify an impacted taxpayer in writing
when the DRA proposes an administrative determination as to disciplinary
or adverse action against an Employee arising from the Employee’s
unauthorized inspection or disclosure of the taxpayer's return or return
information. The required notice must include the date of the
unauthorized inspection or disclosure and the rights of the taxpayer under
IRC § 7431. The Assistant Commissioner shall also report to IRS
Safeguards when taxpayer notification letters are issued. Taxpayer
notification letters shall not include the identity of the person suspected of
making or determined to have made any unauthorized disclosures.

7. In consultation with the Disclosure Officer, the Assistant Commissioner
shall undertake appropriate measures for the remediation of unauthorized
inspection or disclosure of a taxpayer’s return or return information as
necessary.

D. INVESTIGATING REQUIREMENTS FOR ALL DISCLOSURES

When the Assistant Commissioner’s Office receives a completed DNR,
regardless of whether the potential disclosure involved Department
information or FTI, the following procedure shall govern:

1. The Assistant Commissioner shall review the completed DNR. If the
impermissible disclosure appears to be willful, involve theft or conversion,
or the suspected commission of a crime, the Assistant Commissioner shall
consult with Revenue Counsel before an investigation is requested. As
part of such consultation, the Assistant Commissioner and Revenue
Counsel may in their discretion coordinate to notify the appropriate local,
state and/or federal law enforcement authorities.

2. The Assistant Commissioner may request that the Internal Auditor
(hereinafter, “Internal Auditor” shall include a designee selected at the
discretion of the Assistant Commissioner) conduct an investigation of the
reported allegation to assist with determining if an offense has occurred. If
an investigation is requested, the Assistant Commissioner shall provide
the Internal Auditor with a copy of the completed DNR and keep the
original completed DNR. If the Assistant Commissioner determines that an



investigation is unnecessary, the Assistant Commissioner shall proceed to
Section IV(D)(11) (below).

. After requesting that the Internal Auditor conduct an investigation, the
Assistant Commissioner shall notify the Employee(s) or Contractor(s)
believed to be responsible for the impermissible disclosure (“Responsible
Party(ies)”) in writing within 10 calendar days of receipt of the DNR that an
investigation will be commenced and the reason(s) for the investigation.

. The Internal Auditor shall interview the Reporting Parties, the Responsible
Parties (if different than the Reporting Parties), and any other individuals
believed to have information relating to the alleged impermissible
disclosure. When interviewing any Reporting Party or Responsible Party
that are DRA Employees, their Division Director(s) shall be present at the
interview. . In the case of Contractors, the supervisor(s) for the Reporting
Party and Responsible Party may be present at the interview. Any
Responsible Party or Reporting Party shall be entitled to have a union
representative (if applicable) present at the interview upon request. Each
interview shall be conducted separately and in accordance with the
Division of Personnel administrative rules.

. The Internal Auditor shall request:
i. Any and all documentation concerning the allegation;
ii. The names of all employees or other individuals that the Reporting
Parties believe may have knowledge of the allegations; and
ii. Any further information that the Internal Auditor deems necessary.

. The Internal Auditor shall conduct any further research and interviews
necessary to investigate the allegation.

. During an investigation, all Employees and Contractors shall cooperate in
the investigation. Failure to cooperate in the investigation may resuit in
termination of employment in the case of an Employee, and the DRA'’s
exercise of any contractual or other legal remedies in the case of a
Contractor.

. During any investigation, the Assistant Commissioner shall provide the
Responsible Parties with written notification of the status of the
investigation and the probable date of completion of the investigation
every 2 weeks.



9. At the close of an investigation, the Internal Auditor shall complete and
sign a Disclosure Investigation Report (“DIR”) and file the completed DIR
with the Assistant Commissioner’s office.

10. The Assistant Commissioner shall perform an analysis of the DNR and (if
applicable) the DIR to determine whether an offense has been committed.
If no offense has been committed, a “no offense” finding shall be issued.
If an offense(s) has been committed, a finding of the offense(s) committed
shall be issued. The Assistant Commissioner may request additional
information from the Internal Auditor.

11.When the result of the analysis has been determined, the Assistant
Commissioner shall meet with the Responsible Parties and shall provide
written notice to the Responsible Parties of the Department’s findings and
conclusions, as well as the result of the investigation. The Responsible
Party’s Division Director shall attend this meeting. In the case of
Contractors, the supervisor(s) for the Contractor Responsible Party may
be present at this meeting.

12.1f the analysis results in discipline, the Assistant Commissioner shall place
copies of all documents pertaining to the disciplinary action in the
Responsible Party’s personnel file pursuant to Per 1501.03(b)(4) and
1501.04, redacted to eliminate any taxpayer information pursuant to
21-J:14. In the case of Contractors, the Assistant Commissioner may
place copies of all documents pertaining to the disclosure in the DRA files
relating to the Contractor, and shall consider whether any contractual or
other legal remedies, including debarment pursuant to RSA 21-1: 11-c, are
appropriate.

13.1In the case of Employees, the Responsible Party shall have five (5)
business days from the date written notice is received to request a
meeting to refute the evidence and conclusions presented by the Assistant
Commissioner. If the Responsible Party requests a meeting, a meeting
shall be scheduled at a mutually convenient time but not later than five (5)
business days from the date of the request. The Assistant Commissioner
shall issue a decision after consideration of any additional information
received during the meeting, in writing to the Responsible Party within five
(5) business days of the requested meeting.

14.Any penalty determination shall be carried out in accordance with Per pt.
1002.



15. Should an employee dispute the disciplinary decision issued by the
Assistant Commissioner and wish to invoke the Informal Settlement
Procedures Outlined in Per pt. 205, appeal shall be directly to the
Commissioner.

E. EMPLOYEE DISCIPLINARY ACTION FOR ALL DISCLOSURES

1. Disclosure of taxpayer information and taxpayer privacy violations.
Any violation under this section (intentional or otherwise) may result in
discipline up to and including immediate dismissal, regardless of whether
or not FTI was involved in the disclosure.

Offenses:

a. Impermissible disclosure of taxpayer records, files, returns, or return
information contained in the records of the Department, or developed
by the Department through its activities, and any other protected and
confidential taxpayer information.

b. Exceeding authorized access to taxpayer records, files, returns, or
return information contained in the records of the Department, or
developed by the Department through its activities, and any other
protected and confidential taxpayer information. Authorized access is
limited to the access required for the employee to complete his or her
job.

2. Misuse, abuse, loss, or damage to Department records or
information. Any violation under this section (intentional or otherwise)
may result in discipline up to and including immediate dismissal.

Offenses:

a. Failure to safeguard the Department’s records, files, returns, or return
information contained in the records of the Department, or developed
by the Department through its activities, and any other protected and
confidential taxpayer information.

b. A failure to safeguard arises when the Department’s records, files,
returns, or return information are carelessly, recklessly, negligently or
intentionally lost or destroyed.

A failure to safeguard shall also include instances when the Department’s
records, files, returns or return information are available for inspection by
those not authorized to see them or those without a business need to see
them, regardless of whether anyone actually accesses the information,
such as the failure to lock your computer, laptop, or other device when it is

not in your immediate possession, leaving documents with sensitive
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taxpayer information viewable on your desk when you are away from your
desk, and leaving your office unlocked at the end of the day.

. Failure to report violation or respond truthfully; bad faith reporting.
Any violation under this section may result in discipline up to and including
immediate dismissal. :

Offenses:

a.

b.

Failure to report a known or suspected impermissible disclosure or
other violation of this Policy.

Failure to cooperate with an investigation undertaken under this Policy,
including, but not limited to, any failure to answer fully and truthfully
any interview questions.

Making any false report of a disclosure with actual knowledge of such
falsity, including falsely reporting a disclosure when the Reporting
Party has actual knowledge that none occurred, or alleging that an
innocent person committed an actual disclosure, when the Reporting
Party has actual knowledge the disclosure was committed by another
individual.

. Key Factors In Determining Discipline. The absence or presence of the
following factors may bear on the severity or duration of any sanction
issued pursuant to this Policy.

a.

SQ@ oo

Failure to protect taxpayer records, files, returns, or return information
contained in the records of the Department, or developed by the
Department through its activities, and any other protected and
confidential taxpayer information.

Extent to which disclosure may compromise the Department’s
proprietary information or operations, or otherwise impacts the
Department.

Extent and type of information lost or destroyed, whether or not for
personal gain.

Extent of risk of identity theft.

Failure to encrypt and/or protect passwords.

Failure to cooperate in an investigation.

Failure to report any known or suspected unauthorized disclosure.
The number of previous violations of this Policy by the Responsible
Party.

Whether the violation was a willful, reckless or negligent act.

11



F. INCIDENT RESPONSE TESTING

1. Annually, the Disclosure Officer shall coordinate a test of the DRA’s
incident response capability by performing tabletop test exercises for
Section IV(C). of this Policy and Procedure, using scenarios that include a
data breach of FTI as such is described in Pub 1075.

2. The Disclosure Officer shall consult with the DolT DRA Lead or other DRA
employees responsible for maintaining consolidated data centers and off-
site storage in the tabletop exercises.

3. Following each tabletop exercise, the Disclosure Officer shall produce a
report to Revenue Counsel that shall address if the policy or procedures
contained within should be updated or amended.

G. REQUIRED CONTRACT TERMS

Every contract entered into by the DRA with a Contractor shall contain
contract terms substantially similar to those contained in “Confidential
Information Contract Provisions” attached hereto as Exhibit A.

H. DISCLOSURE OFFICER

The Disclosure Officer, Alternate Disclosure Officer, and DolT Helpdesk are
incident response support resources, and may offer advice and assistance to
users of the system for the handling and reporting of security and privacy
incidents.

. ANNUAL REVIEW

This Policy and Procedure shall be reviewed by Revenue Counsel annually
and any required updates or amendments shall immediately be forwarded to
the DRA Policy and Procedure Committee as set forth in DRA Policy #13-
005, Policy and Procedure Committee.

APPROVED:

, A KFepy 20712022
Lindsey M. Stepp, Commissionér Date
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Publication 1075

Security of Federal Tax Information

Contractors’ Edition

Barbara Beelle, Disclosure Officer

Updated 2/10/2023
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What is Federal Tax Information?

» Federal Tax Information (FTT) means any return
or information received from the Internal
Revenue Service (IRS) or secondary source, such
as the Social Security Administration (SSA), or
Federal Office of Child Support Enforcement
(OCSE), or Bureau of Fiscal Service (BFS). FTI
includes any information created by the
recipient that the recipient derives from the
return or return information.
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Definitions (IRC 6103)

- Disclosure means making known to any person,
In any manner, a tax return or return
information.

 Tax Return is defined as any tax or information
return, schedule, attachment, amendment or
supplement that a taxpayer filed.

« Return Information is defined as including any
information received or collected by the IRS that
relates to a taxpayer’s return, liability, or
potential liability for any tax.
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Protected Information Includes

- Social security number or employer ID number,
- Taxpayer correspondence,

» Financial information,

+ Account information including status,

- Any other data pertaining to tax liability or
potential liability, and

- Fact of filing or non-filing.
This list is not exhaustive.
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What is not FTI?

- Federal returns that the taxpayer has provided
to the agency.
= Attached to the return, requested after filing, etc.

- State and federal returns received through the
Modernized e-file (MeF) program. All FT1
associated with these returns has been removed.

« Information received from other States.



What is required when handling FTI?

 The user or RIMS must safeguard it!

« The user must keep FTI confidential and only
available to those specifically authorized to
receive the information and have a need and use.

» The user must keep information secure (at least
two barriers).

« The user or RIMS must keep records of access,
use, and destruction.

» Destruction must be by a compliant shredder.
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Avoid Unauthorized Disclosures

- Know when the need-to-know provisions apply.

- Know the regulations governing investigative
disclosures.

» Protect tax returns and tax information whether
in paper or electronic files.

- Safeguard information during non-work hours
by following the clean desk and information
security guidelines.



Avoid a Disclosure when Teleworking

» When not in use:
s Lock your computer in a cabinet or

= Use a computer lock to attach it to a heavy piece of
furniture.

 Adhere to all regular FTI related DRA policies
and procedures.



What to do if a Disclosure Happens

- Report any unauthorized disclosures of FTI

- Make notifications to:
= Internal responsible parties,
s DRA,
= Treasury Inspector General for Tax
Administration (TIGTA), and

= JRS Safeguards.
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What are the Penalties for
improper handling of FTI?

- IRC 7431, 7213, and 7213A
« Criminal Penalties:

o JRC 7213: Willful, unauthorized disclosure of returns or return
information by an employee or former employee is a felony.
Penalty can be a fine of up to $5,000 or up to five years
imprisonment or both, plus cost of prosecution.

= JRC 7213A: Unauthorized access or inspection (UNAX) of
taxpayer records by an employee or former employee is a
misdemeanor. Fine of up to $1,000 and/or sentenced up to one
year imprisonment.

o Civil Penalties:

» TRC 7431: A taxpayer may seek civil damages if a current or
former employee knowingly or negligently inspected or disclosed
return or return information. Damages of $1,000 for each
unauthorized access or disclosure, or actual and punitive
damages, whichever is greater, plus costs of the action.
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Please Watch the Following:

» Security Awareness Training Video

o http://www.irsvideos.gov/Governments/Safeguards/SafeguardsSecurityAwarenessTraining

» Protecting Tax Information Video

o www.irsvideos.gov/Governments/Safeguards/ProtectingTaxInformation

» Building New Processes Video

= www.irsvideos.gov/Governments/Safeguards/SafeguardsBuildingNewProcesses



http://www.irsvideos.gov/Governments/Safeguards/SafeguardsSecurityAwarenessTraining
http://www.irsvideos.gov/Governments/Safeguards/ProtectingTaxInformation
http://www.irsvideos.gov/Governments/Safeguards/SafeguardsBuildingNewProcesses
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Links to Important Documents

» Publication 1075:
s Desk guide containing safeguarding requirements
= Holds more requirements to comply with the IRS
= http://www.irs.gov/pub/irs-pdf/p1075.pdf

» Publication 4761, Protecting FTI Quick Guide:
= http://www.irs.gov/pub/irs-pdf/p4761.pdf



http://www.irs.gov/pub/irs-pdf/p1075.pdf
http://www.irs.gov/pub/irs-pdf/p4761.pdf

CERTIFICATE OF COMPLETION
OF FTI DISCLOSURE TRAINING

By signing below, I certify that I have reviewed this presentation and viewed
the linked videos in their entirety. I understand the penalty provisions of IRC
7431, 7213, and 7213A. I understand upon discovering a possible improper
inspection or disclosure of FTI, including breaches and security incidents, I
must follow the proper incident reporting requirements in DRA Policy
22-001.

Name:

Date:

Division or Company:
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