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Allen Atamer 

 MIT graduate 2001  (S.M.) 

 10 years experience in artificial intelligence, text 

mining and software engineering 

 1 US and 1 Canadian patent in my name 

 8 years in the aerospace industry 

 Personal motivation: 2 daughters 
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Online Classifieds & Ecommerce 

 Cost-effective way sellers reach many people 

with their products/services 

 Many items/ads to investigate – sometimes 

thousands per day 

 Anonymous nature of listings, limited validation 

of personal information 

 the Law supports the website hosts* 

 Amazon, eBay lobbied hard for tax moratorium 

* S230 of  the Communications Decency Act 

1996 
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Illegal Activity 

 Unlicensed Auto sales (Curbstoning) 

 Underground Economy 

 Contractors / Service Oriented Businesses 

 Under- or non-reporting of taxes 

 E-Fencing stolen merchandise  

 Review Sites for tax compliance 

 Child prostitution 

 Weed / Drugs 

 Fraud / 419 scam (King of Nigeria) 
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Auto Fraud 

 Curbstoners – sell salvage title / grey titling vehicles  

 list bogus private sale ads in CL: “for sale by owner” 

2010-10-25 1998 VW BEETLE TDI DIESEL 

2010-10-10 
2000 VW JETTA GLS "NEEDS BODY 

WORK" 

2010-10-23 
2003 Honda Accord, Auto, One owner, No 

accident, Private Sale 

416-527-4626 

EXAMPLE: 
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Craigslist RSS 

Read many ads on one page from you search 

Limit of last 100 that match your search  
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Auto Fraud 

 Ideal format below for compiling list of sellers 

 Group ads from the same phone numbers together 
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Auto Example: 2005 Honda Accord 

CURBSTONERS TEND TO  

PUT THEIR PRICES ABOUT 

$1-2000 BELOW THE GOING 

PRICE … 

THE RESULT? 

TOO GOOD TO BE TRUE! 

(TGTBT) 
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Phone Number Reverse Lookup 

 Google reverse phone number 

 Some good stuff 

 Page 2, 3, 4 more spammy as you go along 

 Paid Reverse Phone Number Search tools 

 Approx. 20-30% effective for name/address 

 Approx. 80-90% effective for name only 

 Each provider has a different set of data it pulls from 

(cellphone companies, sweepstakes, free t-shirt offers, etc.) 
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eBay – Opportunities 

 $11.6 Bn in revenues* 

 Extrapolate to over $200 Bn, assuming 5% avg. commission 

 40-80% of transactions are published as part of the 

seller / buyer feedback including amount paid, date, 

item, buyer account, seller account 

 Great tool to compare against official filings 

 Brick and mortar vs. e-commerce sales taxes 

 Identify non or under-reporting of individuals or 

corporations 

 Identify non or under-reporting of use taxes 
* Wikipedia 
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eBay - Challenges 

 Against eBay policy to disclose name, address, 
email, or phone number for eBay account 
without subpoena 

 90 day limit to see detailed auction data 

 eBay + Amazon lobbied for a tax moratorium 
on sales tax e-commerce and won 

 Too costly to pursue everyone, so how to 
prioritize? 

 Distinguish “mom & pop” stores vs. professionals? 
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eBay – Identifying accounts 

 GOALS:  

 Establish physical nexus with the state 

 Establish total sales in enforcement period (e.g. past 3 years) 

 Establish real identity (full name, address, business name, 
phone number) 

 Use Internet to your advantage 

 MyWorld Page of eBay user 

 User’s eBay store 

 Google search account 

 Whois query on username 

 (rare) feedback text – first name? 
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eBay Finding API 

 Access eBay items for sale with SOAP 

 XML request/response format 

 Software Dev. Kit (SDK) available in both Java and 

.NET 

 eBay Developer account tied to an existing eBay 

account required 

 Good documentation, tutorials 

 Limit of 5,000 API requests per day  

 Feedback still needs to be scraped separately  
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1099K - Silver bullet? 

 Payment settlement entities and third-party payment 

handlers (e.g. Paypal) required to disclose e-commerce 

income for 2011 through 1099K with IRS 

 IRS will share 2011 data with state tax authorities 

(IRMF extract) approx. April 2013* 

 Tax authorities have an easy view into online sales and 

e-commerce 

 $20,000 and 200 transaction minimum cutoff on 

required sellers 

*source: Rod Sterling (IRS liaison) 
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The “Game” 

 Career Criminals adapt when they feel the heat 

 Move their ads to another website 

 Obfuscate phone number in ad 

 Change cell numbers often 

 Close account and recreate new one 

 Meeting the challenge 

 Analyze all major classifieds like Craigslist, 
AutoTrader, Kijiji, Backpage, (more coming)… 

 Identifying an MO to the ad, or the auction 
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Find the phone number 

Obfuscated numbers foil the Reverse 

Lookup Search 

Sometimes searching last 4 digits work 
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Breakdown of postings 

Private Listings

39.3%

Curbstoner 

Listings

18.6%

Duplicate listing titles

10.6%

Junk listings

9.9%

Deleted/flagged

0.1%

Listings without phone 

number

21.5%
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Audit Uncertainty / Risk 

 Onus on the audit department to match up SSN, real 

name, address with eBay account data 

 Uncertainty in  

 actual vs. published transactions 

 percentage under- or non-reporting in each category 

 Car dealers vs. Baby furniture vs. software 

 Time / cost to subpoena? 

 eBay Canada vs Canada Revenue Agency (Sep.’07-Nov.’08) 

 ANSWER: Third parties sell transactional data for a fee 
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Review Websites 

Site (Rank*) Categories Good for: 

AngiesList (612) Contractors 

Doctors 

Income Tax 

Sales Tax 

ServiceMagic (938) 

YellowPages (134) 

Service-

oriented 

Income Tax 

Sales Tax 

Yelp (48) 

Foursquare (794) 

Restaurants Income Tax, Liquor 

Tax, Sales Tax 

Vrbo.com (565) 

Airbnb.com (875) 

Vacation 

Rentals / B&B 

Income Tax, 

Tourism Tax 

*Source: Alexa.com rankings for USA 
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AngiesList.com 

 “Refined, vetted 
Reviews” by 
homeowners 

 Each contractor has 
reviews 

 Each review has a 
spot for project cost 

 Must pay for access, 
extra $ for each 
city/region 
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Yelp.com 

 Estimate sales based on comparable businesses 

in the neighbourhood based on 

 Hours of operation (B/L/D/L8, Wkdy, Wknd) 

 Price Range (from $ to $$$$) 

 Accepts credit cards (Y/N) 

 number of (good) reviews 

 # Checkins  repeat business 

 (rarely) Review text 
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Foursquare.com 

 Social networking for 
restaurants / events 

 People can “check in” to 
indicate they are at a 
restaurant / event 

 Friends can see where 
they are and join them 

 Opportunity for revenue 
estimation 
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Estimate Revenues 

 Rev$ = (Nc * Gc + Nr * Gr) * M$, where 

 Nc = number of checkins 

 Gc = gain from checkins (friends that joined but never 

checked in) 

 Nr = number of (good) reviews 

 Gr = gain from reviews (people who were influenced by the 

review and also went) 

 M$ = average price per person 

 Gains are based on an empirical observation 

        # Readers > # Checkins > # Reviews 
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Basic Idea 

Estimated Revenues 
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Outliers are 

good audit 

candidates 

R2 = goodness of  fit 
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Lead Identification Services 

 Top Sellers in your state/region (sales & income 

tax avoidance) 

 Top Buyers in your state/region (use tax 

avoidance) 

 Web scraping transactions, checkins, reviews 

 Background Checking online identities (establish 

physical nexus, real names, addresses) 
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Thank You! 

LTAS Technologies 

www.harmari.com  

1-647-892-6477 

Email: info@harmari.com 

http://www.harmari.com/
mailto:info@harmari.com

